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Abstract
Despite the growing demand for experienced Internet of Things
(IoT) professionals across industrial establishments, most secondary
education institutions do not offer a curriculum to empower stu-
dents’ knowledge and skills in IoT. Enrichment programs and voca-
tional workshops can be considered as potential solutions to equip
students with necessary IoT-related skills and assist them in plan-
ning and making conscious career choices. Through this research,
we aim to utilize the principles of Backward Design and construc-
tionism in designing an IoT curriculum for enrichment programs
for high school students, while incorporating electro-mechanical
concepts from electronics, programming, connectivity, and design.
The curriculum was used to teach IoT concepts to 28 high school
students during two enrichment programs. It was found that stu-
dents with hardly any prior knowledge in IoT could acquire the
necessary skills to design and prototype IoT applications.

CCS Concepts
• Computer systems organization→ Robotic components; •
Applied computing→ Computer-assisted instruction.
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1 Introduction
With the advent of Industry 4.0, major transformations have been
noticed in the industrial sector, wherein the workplace and pro-
cesses have been revolutionized by Internet of Things (IoT) through
enabling connectivity between man and machine [18, 40]. This
rapidly growing technological transformation in workplace envi-
ronments is placing new demands on employees’ know-how, which
apparently is resulting in a skills-gap in the industrial sector that re-
quires immediate attention [41]. To address this concern, IoT-based
solutions must be integrated into education and training curricula
to prepare students and future employees for the evolving IoT skill
requirements in the job market [17, 31].

Prior research has highlighted the mental preparedness of high
school students for introducing IoT-related concepts and the ben-
efits that come along with this exposure [32, 43]. However, it is
often the case that the majority of secondary schools do not pro-
vide a curriculum to advance students’ IoT knowledge and abilities
[46]. Moreover, the current STEM curricula in these educational
establishments do not have enough room to introduce IoT-related
courses [23]. This encourages educators and experts to provide part-
time training in IoT technology in the form of vocational courses
and enrichment programs to better prepare their students for the
future [17]. However, these efforts have not been accessible due to
their limited guidance on developing outcome-oriented instruction
for IoT education. Moreover, there is usually a lack of structure
on how instruction relates to and scaffolds the prior experience
of students in a gradually challenging manner. This research uses
Backward Design to inform the design of an IoT-based outcome-
oriented curriculum for an enrichment program for high school
students.

IoT, usually defined by smart products, is typically based on
combinations of electro-mechanical designs with advanced sensors,
onboard intelligence, and connectivity [6]. These multidisciplinary
concepts originate from the STEM-based curriculum and thus can
be adopted easily into the learningmethodologies for young novices
in the field of IoT education [18]. Additionally, these concepts have
been widely explored in MAKER-based education, enabling stu-
dents to build computational thinking and problem-solving skills
while applying the concepts to real-world problems [26]. Being able
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Figure 1: IoT curriculum designed using Backward design
model. Using scaffolding and learning by doing approach,
the learning modules (A) Basic Electronic Components and
Wiring, (B) Basics of Microcontroller Programming, (C) Con-
necting Devices to the Internet, and (D) Design of Physical
Things and Interfaces, can provide necessary skills to E) de-
sign and implement Smart Toys and Robots.

to relate the concepts to the real world can help enhance analyt-
ical thinking abilities and encourage lifelong learning. Therefore,
our approach to building a MAKER-based learning curriculum was
aimed at the development of smart tangible products by providing
a foundation in electro-mechanical interconnected systems.

The use of robots is one of many approaches used to stimu-
late students’ interest in studying electro-mechanical systems [21].
Bringing robots into classroom settings not only makes learning fun
and exciting, but it also plays a key role in helping students learn
how to solve problems and work collaboratively [16, 29]. Moreover,
with increased accessibility to low-cost hardware and open-source
software platforms such as Arduino, teaching techniques have been
explored and found to be effective in enhancing students’ interest
in learning about electronics and computer programming to build
and design robots [30].

With the above background, we present the curriculum design of
Design and Prototyping of Smart Toys and Robots for teaching
IoT concepts to high school students. The objective of the curricu-
lum design is to provide students with a hands-on engineering
design experience covering all aspects of IoT, from designing smart
robots to the hardware and software that allow them to connect
to the Internet, as shown in Figure 1. Project-based and structured
tutorials are provided in the curriculum to enable students to learn
and develop smart products while completing a variety of projects.
A number of learning activities are designed, allowing students to
express their opinions and ideas while gaining more knowledge
through peer interaction and discussion. Finally, pilot testing of
the curriculum was performed on 28 high school students during
two enrichment programs, and it was observed that students with
minimal prior knowledge were able to design and prototype IoT
applications in the form of smart toys and robots.

Thus, our contributions are as follows:
(1) Development of the learning curriculum for an enrichment

program to teach high school students about IoT-related con-
cepts by using the Backward design approach from learning
sciences, and

(2) Design of a MAKER-based instruction model as a part of the
learning curriculum by using theories of constructionism

In order to meet the demands of a society that is constantly
changing, we believe that this research will provide insights to

the HCI community in building learning curricula that go beyond
traditional classroom requirements.

2 Related Work
Adoption of learning strategies in IoT education: As IoT

drives digital transformation, the industrial revolution continues
to reshape workplace conditions and skill requirements. Education
must prepare future workers for these shifts. To equip students with
relevant competencies beyond traditional classrooms, vocational
training and enrichment programs often follow outcome-based
education [19, 42]. This approach, known as Backward Design, is
flexible and adaptable to individual student needs, making it both
efficient and engaging [34, 45]. Studies show that Backward De-
sign outperforms traditional lesson plans by accelerating learning,
improving retention, and enhancing motivation [27, 39]. However,
integrating established learning principles into IoT education re-
mains underexplored in HCI literature, particularly in providing
educators with guidelines for outcome-oriented instruction [1, 11].
Our research presents a detailed curriculum using the Backward
Design model for an enrichment program that teaches IoT to high
school students. This approach can help educators create relevant,
timely content for computing education across different educational
levels.

When designing learning content for short-term vocational train-
ing courses, it is crucial to engage young students and facilitate
their understanding through hands-on experiences, allowing them
to construct new knowledge. Prior research emphasizes aligning
instructional methods with learning theories to enhance effective-
ness in IoT education [2, 46]. Constructionism has been widely
explored for designing instructional models that help students com-
prehend and build IoT systems [2, 8, 12, 24]. It posits that learners
actively construct knowledge by creating tangible products, using
prior knowledge as a foundation, and working collaboratively in
social settings [22]. Hughes et al. implemented a constructionist
framework in a week-long maker-oriented camp for K-12 students
to teach IoT concepts [24]. The Make2Learn workshop promoted
IoT education through free exploration and tinkering with creative
materials [12]. Constructionist-driven educational toolkits have
also been developed to facilitate IoT learning [8, 38]. These studies
highlight how constructionist environments support students in
acquiring IoT knowledge by designing and building artifacts while
fostering interest in STEM. Given these benefits, our curriculum
integrates constructionism principles into the IoT instructional
model.

Integrating IoT education with STEM and MAKER culture
and Robots: IoT, according to the IETF, is the network of physical
objects embedded with electronics, software, sensors, actuators, and
connectivity to exchange data [37]. Understanding and implement-
ing IoT systems require interdisciplinary skills in hardware and
software [44]. Open-source platforms like ESP32 and Raspberry Pi,
combined with programming tools such as C, Python, MIT App In-
ventor, and Ardublock, enable affordable and accessible IoT projects
[13]. Instructors can use these platforms to design cost-effective
curricula.

Despite accessible resources, introducing IoT concepts to high
school students remains challenging [44]. Effective curriculum de-
velopment is essential for integrating multidisciplinary IoT con-
cepts and equipping students with relevant skills [23]. To address
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this, blending STEM and MAKER-based education into IoT learn-
ing frameworks has been proposed [9, 48]. This approach fosters
creativity, critical thinking, and compensates for the lack of theo-
retical knowledge in MAKER-based courses [48]. Chen et al. [9]
introduced a teaching model integrating STEM into IoT-MAKER
courses, emphasizing interdisciplinary content, inquiry-based learn-
ing, iterative processes, and talent development.

Integrating computational devices (Raspberry Pis, Arduinos) and
robots into MAKER-based settings enhances learning experiences
[10, 35]. Learners engage in these activities with excitement and
motivation [5, 16]. These techniques facilitate rapid skill acquisition
while minimizing training costs. Thus, modular and affordable
robotic devices should be incorporated into STEM education at
secondary, tertiary, and vocational levels [4]. Extensive research has
examined their use in primary and secondary education [49]. More
recently, studies have explored IoToys, where toys not only interact
with users but also form a network, commonly referred to as the
Internet of Toys (IoToys) [50]. These toys aid IoT learning through
creative play and have been used in workshops and curriculum
development for effective learning environments [25].

3 Curriculum Design
Utilizing the Backward design model from learning sciences, the
IoT curriculum was developed for high school students to impart
IoT-related skills and knowledge. Backward design, as proposed by
Wiggins and McTighe [33], involves creating instructional curricu-
lum and assessments based on desired learning outcomes. Learning
objectives are defined first, followed by the design of formative
and summative assessments aligned with those objectives. The
curriculum design ensures alignment between learning objectives,
instruction, and assessment, leading to effective learning activities
and outcomes. AMAKER-based instructionmodel, designed for this
curriculum, was built on constructionist principles, where learners
actively construct knowledge through hands-on experiences [22].

3.1 Design of the learning curriculum
The Backward design-based curriculum was developed by two uni-
versity students with approximately five years of experience in
IoT education and curriculum development (See Table 1 in Appen-
dix). One has extensive experience creating IoT educational content
for high school students, while the other has designed an IoT cur-
riculum for an undergraduate course. Both have prior experience
teaching workshops for high school students.

3.1.1 Identify the desired result. First learning outcomes were iden-
tified with an aim to equip high school students with the knowledge
and skills to understand IoT concepts and create basic IoT systems,
such as smart toys and robots. Students were expected to learn to de-
sign and troubleshoot electronic circuits, program microcontrollers,
utilize sensors and actuators, connect devices to the internet, and
be familiar with prototyping tools and resources. The learning con-
cepts were subsequently worked upon by the experts by reflecting
on their own understanding of the topics, and reviewing reputable
resources, including peer-reviewed literature, government reports,
and educational standards. These concepts were organized into four
topic areas of (A) Electronics, (B) Programming, (C) Connectivity,
and (D) Design to align with essential aspects of IoT technology [7].

The necessary learning objectives and skills were then determined
to guide learners towards achieving the desired outcomes.

3.1.2 Determine assessment techniques. After establishing the learn-
ing objectives and skills, the subsequent step involved devising
appropriate assessment strategies to effectively measure and foster
the learning process at various stages. A combination of assessment
of/for/as learning techniques were employed, aiming to create both
formative and summative assessment methods [15]. Striking the
right balance among these three types of assessments is crucial for
enhancing the learning experience and overall outcomes [20].

Assessment of learning involves using evidence of students’ learn-
ing to measure their performance against set outcomes and stan-
dards. For instance, in the curriculum, after completing the basic
electronic prototyping modules, students’ understanding of elec-
tronic circuitry was assessed through quizzes on debugging circuits.

Assessment for learning occurs when teachers utilize inferences
about students’ knowledge, understanding, and skills to inform
their teaching. Examples of these assessment practices used in our
curriculum include using Q&A, play-based activities during the
classroom sessions, where the instructor actively engages with
students to augment or clarify their understanding of concepts
during the teaching process.

Assessment as learning involves students being their own asses-
sors, monitoring their learning, asking questions, and using various
strategies to gauge their knowledge and progress. An example
of this in our curriculum is providing programming exercises to
students after teaching them basic programming constructs, mi-
crocontrollers, and sensors. The assessment requires students to
critically analyze the given problem and devise creative solutions
independently or with minimal assistance.

3.1.3 Design of instructional model. After determining the assess-
ment strategies, the final step was to plan learning experience and
instruction using the following constructionist approaches.

Scaffolding in constructionism involves starting learning from
accessible contexts and gradually progressing to more challenging
ones [22]. We applied this by leveraging students’ prior knowledge
of basic electrical circuits asuch as power sources, conductors, and
loads. Beginning with an introduction to basic electronics, we built
up to complex topics like Ohm’s Law. This sequential approach
enables students to construct new knowledge based on their exist-
ing understanding. For example, learning electrical wiring in the
first module prepares students for programming electro-mechanical
circuits in the second.

Experiential Learning: This ’learn by doing’ approach involves
active participation of learners in connecting theories to real-world
situations. It entails a continuous cycle of inquiry, reflection, analy-
sis, and synthesis [28]. Our instruction model offers students hands-
on learning experiences through physical and logical experiments.
Technology, such as simulation environments like TinkerCAD, is
integrated to create authentic learning contexts, allowing students
to learn, build, and debug electronic circuits.

Project-based learning: This is a learner-centered approach where
students spend time investigating and solving a complex problem or
challenge, in order to build knowledge and skills [36]. This allows
students to take more ownership of their learning by giving them
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more authority over what they learn. Our lesson plan includes nu-
merous project-based activities, both at individual and group level,
encouraging students to provide solutions to practical problems.

Collaborative learning: Social interaction can play a central role
in the cognitive development in learners, simulate brainstorming,
and also improves learners’ motivation [47]. Collaborative environ-
ments require strategies for group size, instructional goals, commu-
nication, assignments, and evaluation. Medium-sized groups of 3-5
students are ideal; larger groups risk unequal participation, while
smaller groups may lack diversity and limit divergent thinking. Set-
ting clear group goals before starting assignments helps maintain
focus and build a shared purpose. This approach was evident during
the final group project, when the goal was to create robots that
could connect to the internet and carry out specific tasks.

3.2 Design of Content
The instructions consisted of 4 learning modules and a final project.

3.2.1 Learning Modules. The content design comprised four mod-
ules: (A) Basic Electronic Components and Wiring, (B) Basics of
Microcontroller Programming, (C) Connecting Devices to the Inter-
net, and (D) Design of Physical Things and Interfaces. The lesson
plan included various learning activities such as lectures, guided
demonstrations, hands-on practicals, and assignments.

Basic Electronic Components and Wiring: This module aimed to
teach students about fundamental circuit elements, circuit con-
nections in series and parallel, electronic components for circuit
prototyping, basic circuit analysis, creating and debugging circuits
using TinkerCAD and real breadboards, and the laws governing
circuit parameters that guide electronics circuit design.

Basics of Microcontroller Programming: This module introduces
students to Arduino and programming basics. Hands-on experience
involves building circuits with ESP32 microcontrollers and coding
using the Arduino programming language. Topics covered include
variables, loops, conditions, and functions to enable students to
implement desired functions in robot programming. Coding chal-
lenges using TinkerCAD and real breadboards allow students to
perform tasks virtually and in physical setups. Microcontroller
programming and interfacing with sensors and actuators are also
taught. Sensors like photo resistors and ultrasonic sensors for light
intensity and distance detection are included. For example, a coding
challenge involves using the ultrasonic sensor to create an elec-
tronic yardstick to measure distance from an obstacle. Actuators
such as DC motors and Servo motors are covered, with coding chal-
lenges to control their speed and direction using microcontrollers.

Connecting Devices to the Internet: This module provided hands-
on experiences to students to connect their devices to the Inter-
net. Some examples of learning activities include: blinking LEDs
through WiFi server, controlling the robots and toys using WiFi
through the Blynk application on smartphone.

Design of Physical Things and Interfaces: This module introduces
the design thinking process, covering problem understanding, defi-
nition, ideation, prototyping, and testing. Students learn about rapid
prototyping methods like 3D printing and LASER cutting through
guided demonstrations. The module concludes with a project-based
activity where students work in teams to design, build, and test
their prototypes for the final project, i.e., the Battlebots challenge.

Figure 2: Learning activities across four topic areas of Elec-
tronics (yellow borders), Programming (blue), Connectivity
(red), and Design (green) include: (A) Replicate TinkerCAD
circuits on real breadboards, (B) Construct circuits based on
pinout diagrams, (C-E) Verify and build circuits on toy car
assemblies, individually and in groups, (F) Use ultrasonic sen-
sors, (G) Utilize servo motor actuators, (H) Program obstacle-
sensing code with ultrasonic sensors, (I) Work on code indi-
vidually, (J) Verify code and operation of toy car assemblies,
(K) Design user interfaces with the Blynk IoT application,
(L) Test circuit functionality via WiFi, (M, N) Control toy car
assemblies using Blynk IoT, (O) Create a catapult from recy-
clable materials to launch a marshmallow projectile, (P, Q)
Early design ideation and sketching for the Battlebot chal-
lenge, (R) Refine designs using digital prototyping, (S, T)
Build low-fidelity prototypes, (U) Test the final Battlebot de-
sign and (V-X) Design and test weapon mechanisms

3.2.2 Final Project: The final project allows students to apply their
acquired knowledge to design and construct smart toys or battlebots
in groups of 3-5. The challenge is to create battlebots with the goal
of eliminating the opponent’s balloon located at the rear of their
robot. The battlebots must adhere to certain restrictions, including
the use of BlynkIoT for control, inclusion of at least one defense
mechanism, and fitting within a 16 in X 16 in X 16 in cubic volume
while static. The balloons should not be shielded, and each team has
a license plate for identification. Specific limits are set for electronic
components, like 2 ESP32 microcontrollers, 4 DC motors, and 3
Servo motors. Students can choose from materials like cardboard,
hot glue guns, wooden skewers, popsicle sticks, recycled materials,
and balloons to build their battlebots.

4 Pilot testing of the Curriculum
We conducted two 2-week enrichment programs for high school
students with limited IoT experience (Figure 3A), with 18 students
in the first and 10 in the second, ranging from grades 9-12. Three
students belonged to the age range of 9-14 years, while the remain-
ing 25 belonged to the age range of 15-17 years. The workshops ran
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Figure 3: Assessment and artifacts from the enrichment program: (A) Exercise showing limited experience of students in the
domain of IoT before the workshop, (B, C) Assessment using debugging quizzes, student reflection and instructor evaluation, (D)
Formative assessments for learning programming constructs like if-else, (E) Connection of concepts to real world application
(In this case, a LED display using while loop has similar connections to a Traffic signal), and (F) Battlebots during the second
enrichment program

five days a week, with three-hour daily sessions. Each program had
a main instructor, who was also one of the curriculum designers.

The first six days of each program included lecture sessions,
guided demonstrations, and individual projects to teach various
multi-disciplinary skills related to prototyping circuit hardware,
programming, and connecting devices to the internet. The last four
days involved students working in groups to design and build smart
toys for the final Battlebots challenge. A survey conducted during
the last day of the second program received five responses. The 50
percent response (5 out of 10 students) is possibly due to students
focused on the competition. The pilot testing procedures for the
curriculum were approved as exempt under the IRB protocols.

Study results: The instructor successfully covered all planned
topics during the first week of the workshop. Various assessment
methods provided insights into students’ understanding. For exam-
ple, as shown in Figure 3B, C, the quizzes on debugging circuits
(assessment of learning) were evaluated by the instructor to check
if the students’ understood the concepts of basic electronics. Each
day’s formative assessments (assessment as learning) encouraged
students to assess their own progress. For example, in one Tinker-
CAD activity, students received a rough draft of an if-else program
and had to modify it to blink an LED for two seconds. By verifying
their corrections through simulation, students saw tangible results
as shown in Figure 3D.
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HCI literature highlights how maker-based approaches, FabLabs,
and design tinkering help students develop familiarity with IoT
concepts [11]. As shown in Figure 2, the maker-based activities pro-
vided students with an efficient and engaging way to reinforce their
understanding of the learned topics while constructing tangible arti-
facts. These hands-on activities ranged across the four major areas,
including electronics, programming, connectivity, and design, that
constitute an IoT system. Furthermore, the progressive scaffolding
of the learning content helped students gradually develop their
skills and knowledge during the first week of the workshop. By the
end of the course, participants could conceptualize, prototype, and
build basic IoT applications using Arduino, electronic components,
and network connections.

During the survey, students identified familiar electronic com-
ponents, including resistors, LEDs, breadboards, sensors, motors,
motor drivers, transistors, and diodes. They confirmed building cir-
cuits, commenting: “Turns on LEDs”, “Drives RC car”, and “H circuit”.
All participants gained programming experience with Arduino,
mentioning familiarity with constructs like “If-else for digitalWrite,
Serial.println”.When asked to comment on the programs theywrote,
some students responded: “Robot control program, Morse code, Wi-Fi
control, light show”, “To make the LED light up, to make the car move”.
They learned how to connect their devices to the Internet, respond-
ing: “With code”, “By using the example, you can stream the device
to Wi-Fi using the IP address”, “By programming on the computer
first and creating a web server with a given address”, “Using Blynk”.
Students learned about IoT, identifying key modules such as “Wi-Fi,
and all hardware needed to receive and transmit Wi-Fi signals”, “The
different modules needed are the data streams and buttons and device
IDs”. When asked to briefly explain what smart robots they made
during the workshop, some students responded: “Making a car and
having it move”.

The instruction modules facilitated connections between IoT
concepts and real-world applications. For example, after complet-
ing a TinkerCAD activity on a while loop to blink three LEDs (red,
green, and yellow for 2, 1, and 2 seconds, respectively), students
were asked for real-world examples as shown in Figure 3E. One
quickly responded: “Traffic signal”. Such connections can reinforce
long-term learning in learners. Digital platforms like TinkerCAD
also enabled students to build and debug circuits and code before
actually implementing on real breadboards [3]. When asked to com-
ment on what they used it for, some students responded: “Circuit
simulations”, “Virtual circuits”, “For coding”.

As shown in Figure 2 P-X, student activities during the final
projects ranged from design ideation to low-fidelity prototyping to
design refinement and iteration to final concept generation, proto-
typing, and testing. The problem statement ensured deliverables
concerning different aspects of the IoT learning module that were
covered during the first week. The successful execution of the final
BattleBots shows that the student groups developed understanding
of the individual modules of IoT technology. The battlebots built
during the second enrichment program are shown in Figure 3F.
When asked to comment about the workshop, some students re-
sponded: “It was great and I liked it so much”, “It is a nice workshop,
especially for people who are interested in STEM classes”.

Collaborative work allowed them to share ideas and learn pro-
gressively, building on prior knowledge and insights. Students ac-
tively participated, presenting their thoughts, asking relevant ques-
tions, and engaging in continuous reflection and progress. Their
ability to apply concepts in their final projects demonstrated their
problem-solving skills. Survey results confirmed that they partici-
pated in group projects. When asked to comment on the projects
they worked on in teams, some students responded: “RC car”, “Mak-
ing a car”. It was also observed by the instructor that when students
would get done with their own assignments, they went out of their
way to help his teammates who were faced with some trouble.

5 Conclusion
With the Internet of Things (IoT) revolutionizing the industrial sec-
tor through facilitating connectivity between man and machines,
there is a need for increased awareness about the technology in
the minds of young adolescents to prepare them for the changing
workplace. Utilizing the principles from Backward Design and con-
structionism, we presented an IoT curriculum for an enrichment
program to teach high school students about IoT-related concepts
and skills. Pilot-testing the curriculum was conducted with 28 stu-
dents during two enrichment programs. Although the results from
the pilot testing indicate direct short-term results on the skill devel-
opment of novice high schoolers, we acknowledge that the study
results are limited in terms of sample size and rigorous techniques
to evaluate the learning gains. Further analysis is required to quan-
titatively evaluate the effect of the design methods on the develop-
ment of learning outcomes. Furthermore, future work should also
consider longitudinal studies to evaluate the lasting impact of the
curriculum.

As a scope of future work, we also recommend exploring the ef-
fect of the proposed design methods on the development of Maker’s
mindset in learners. As shown by prior work, this mindset that en-
courages (A) curiosity and exploration, (B) collaboration, commu-
nication and sharing of ideas, (C) making mistakes and reflecting
on them, and (D) critical thinking and problem-solving, is best
developed in a learner in an interdisciplinary setting [14]. With
an interplay of multidisciplinary concepts, we believe that the IoT
curriculum can nurture these skills by making learners the protag-
onists of the learning experience. We hope that our work provides
insights to educators and researchers to explore the use of such ped-
agogical approaches for developing early interest in STEM careers
and beyond.
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